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From Risk to Resilience: Proactive Approaches in the Digital Age
Panel Discussion - Rob Mattern and Deanna Crawford

Sample Contract Terms 
“Confidential Information” means any and all information provided or obtained in connection with or arising out of this Agreement, including (i) the Services, (ii) the Deliverables and Developed Works, (iii) the existence and provisions of this Agreement, (iv) the business or matters of Provider or Customer  and its Affiliated Entities, suppliers, licensors, or clients, including business plans, forecasts, projections, analyses, partner, employee, client, customer and vendor information, software (including all documentation and codes), hardware and system designs, architectures and protocols, specifications, and business processes, (v) existing or contemplated technology, trade secrets, technical procedures, methodologies or proprietary rights of Provider, Customer  or a supplier or contractor of Customer , which has been or will be furnished by or through Customer , (vi) Customer  Client Information, and (vii) Customer  Personal Data.  “Customer  Personal Data” means (i) any information that identifies, relates to, describes, is reasonably capable of being associated with, or could reasonably be linked, directly or indirectly, with a natural person or consumer whose data is processed or receives rights and protections under applicable data protection laws; and (ii) information referred to as “personally identifiable information”, or “personal information” under applicable data protection laws.  In addition, Confidential Information will include any other information, data, and/or materials that have been or will be furnished by or through Provider or Customer  (or its Affiliated Entities, clients, agents or suppliers) and identified as “Confidential”, “Proprietary” or other similar marking, or which, under all of the circumstances, ought reasonably to be treated as confidential and/or proprietary.  Without limiting the generality of the foregoing, any and all data, information and materials associated with any of Customer ’s or its Affiliated Entities’ clients or prepared in the representation of such clients (“Customer Client Information”) will be considered the Confidential Information of Customer.  Confidential Information will be kept by Provider in a secure, segregated area with restricted access.  In addition, with respect to Customer Client Information, such information will be disclosed to only those people at Provider, if any, who are directly assisting Customer  personnel in their representation of the applicable client as part of Provider’s provision of the Services.  Confidential Information will not be utilized by either Party for any purpose other than the performance of or enjoyment of Services under this Agreement and will not be copied, distributed, modified, sold, assigned, leased or otherwise used, transferred, disposed of or provided to third parties or commercially exploited by or on behalf of either Party or any of its respective personnel.  Provider will not possess or assert any lien or other right against or to Confidential Information. 
Subcontractors.  Provider may not subcontract any of the Services to be provided or any of Provider’s obligations hereunder, in whole or in part, without the express prior written consent of Customer , which Customer may withhold in its sole and absolute discretion.  Notwithstanding Customer consent, Provider will be fully responsible and liable, both operationally and financially, for all obligations under this Agreement and the Statements of Work, including for Provider’s subcontractors who are involved in the performance of any Services and the acts or omissions of such subcontractors.  Provider shall require all approved subcontractors to comply with the terms and conditions of this Agreement.
Data Security.  Provider shall implement and maintain a comprehensive written information security program that (i) complies with all applicable data protection laws, with industry best practices, with official guidance or recommendations issued by applicable regulatory agencies, and with Customer ’s information security policies provided by Customer  as may be updated from time to time, and (ii) contains all reasonable, necessary and appropriate administrative, technical, organizational and physical safeguards, including the measures that Provider takes to protect its own most confidential data, to (A) preserve and protect the security, availability, integrity, and confidentiality of Confidential Information, (B) protect Confidential Information against unauthorized or unlawful processing, loss, destruction or damage, and (C) ensure Customer  will continue receiving the Services in the event of a disaster, and (iii) to the extent more stringent than items (i) and (ii), takes into account the state of the art and the nature, scope, context and purposes of and risks presented by the processing, as well as the risk of varying likelihood and severity for the rights and freedoms of data subjects, in relation to the Customer  Personal Data.  Such measures will include, at a minimum, using firewalls, password protection and virus protection software, and performing periodic, but in any event at least annual, internal security audits of the Provider system and Services and tests of Provider’s disaster recovery plans and facilities.  Provider will provide Customer with written reports detailing the results of such audits and tests, and will take appropriate measures to resolve issues thereby identified.  In assessing the appropriate level of security measures, Provider shall take account in particular of the risks that are presented by processing Customer  Personal Data, in particular from a Security Breach.
A “Security Breach” means (i) any actual or reasonably suspected misuse, compromise, or unauthorized access, destruction, loss, damage, corruption, alteration, acquisition or disclosure of any Confidential Information or (ii) any targeted attempt to access or modify any Confidential Information.  Provider shall immediately notify Customer  of each Security Breach, but in no event later than forty-eight (48) hours after it becomes aware of such Security Breach or sooner as required by law. Provider shall take prompt steps to remedy the Security Breach and mitigate any harmful effects.  Provider shall fully cooperate with and assist Customer  in any subsequent investigation, mitigation, remediation, litigation, or provision of notices, including by providing all assistance or information as required by Customer .  Unless required by law, Provider shall not inform any third party of any Security Breach without first obtaining Customer ’s prior written consent.
Audits and Inspections.  Provider will provide to Customer, and to Customer ’s auditors, inspectors, and representatives, access at all reasonable times to the part of any facility or other location at which Provider is providing the Services, to the personnel of Provider, and to all data and Provider records (including financial books and records) relating to the Services, and otherwise provide assistance and cooperation to Customer , for purpose of performing audits and inspections, to verify the integrity of data owned or controlled by Customer , to examine the systems that process, store, support and transmit that data, to conduct data protection impact assessments and to examine Provider’s performance of the Services, the accuracy of billings, and its compliance with the terms of this Agreement.  Provider will provide to Customer , its auditors, inspectors, and representatives, all reasonable assistance they require in connection with such audits and inspections and will meet with Customer  to review each audit and inspection promptly after the issuance thereof.  If any such audit or inspection determines that Provider is not in compliance with the terms of this Agreement or has overcharged and collected overpayments from Customer , Provider will (i) remedy such non-compliance no later than five (5) days after the issuance of the audit report and (ii) reimburse Customer  for the reasonable and actual costs of the audit or inspection.  Customer ’s failure to conduct such audits will in no way relieve any of Provider’s obligations under this Agreement.
Business Continuity.  Provider hereby verifies that it does have and shall maintain a business continuity management program in accordance with leading industry standards to safeguard the delivery of the Services to Customer .  The business continuity management program will include a business impact analysis that identifies all critical processes, resources, dependencies or single points of failure that, if unavailable for any reason, will adversely impact the Services provided to Customer.  Provider shall provide proof of the business continuity management program to Customer for review prior to the commencement of the Services.  Provider shall review and update the business continuity management program at least annually in order to keep it current and effective.  Provider shall notify Customer of any changes made to the business continuity management program which may impact the Services.  In addition, Provider shall, at a minimum, annually test its disaster recovery plan in place for its systems and services, and Provider shall include, as part of its disaster recovery plan, the verification that its third party vendors also have business continuity and disaster recovery plans.  Provider will periodically test its business continuity and disaster recovery plans to ensure the capability of resilient operations to avoid any negative impact on the Customer.
[bookmark: _Hlk213402588]Termination Without Cause.  Customer  may immediately terminate this Agreement or any Statement(s) of Work, in whole or in part, without cause and for its convenience upon sixty (60) days’ written notice to Provider, which termination will be without having any liability or obligation to Provider except for the charges specified in Section 4.4.
[bookmark: _Hlk213402598]Termination With Cause.  
(a) This Agreement may be terminated by Provider upon thirty (30) days’ prior written notice, if Customer  materially breaches any term or condition of this Agreement and fails to cure such breach within such 30-day period.
(b) In addition to Customer ’s rights of termination provided elsewhere in this Agreement, this Agreement and/or any Statement(s) of Work may be terminated by Customer , in whole or in part, for cause (i) upon thirty (30) days’ written notice to Provider if Provider materially breaches any term or condition of this Agreement (other than as described in clauses (ii) below) and does not cure such breach within such thirty (30) day period or (ii) immediately if Provider violates any applicable laws or any of Customer ’s or its clients’ safety, security, personnel, anti-corruption, or confidentiality policies, or (iii) immediately upon the insolvency or bankruptcy of Provider or the filing of a petition in bankruptcy or similar arrangement.
[bookmark: _Hlk213402603]Required Insurance.  At all times during the Term of this Agreement, Provider will maintain at Provider’s own expense (1) General Liability Insurance with limits of not less than $2,000,000 per occurrence and $4,000,000 in  aggregate for each twelve (12) month policy period for bodily injury and property damage combined, (2) Worker’s Compensation Insurance with limits of liability of not less than $100,000 per accident or disease, and $500,000 aggregate by disease, (3) Professional Liability Insurance for errors and omissions with limits of not less than $20,000,000 per claim and in aggregate for each twelve (12) month policy period, and (4) Fidelity or Commercial Crime Insurance with limits of not less than $10,000,000 per claim, which insurance will provide coverage for Employee Dishonesty and liabilities or claims for damages resulting from the Deliverables or the Services.  Certificates of insurance will be furnished to Customer  from time to time upon reasonable request.  Provider will cause Customer  to be included as an additional insured under the policies of insurance (1) above.  The Workers’ Compensation insurance will contain a waiver of subrogation in favor of Customer , unless such waivers are not available in the state(s) where the project or work to be performed is located.
[bookmark: _Hlk213402611]Indemnity for Property Rights Claims.  Provider will indemnify and hold harmless Customer and its Affiliated Entities, and their respective partners, directors, employees and agents (each an “Indemnified Person”) from and against any and all claims, demands, suits and other proceedings (“Claims”), and will pay as incurred all liability, losses, damages, judgments, settlements, costs and expenses (including reasonable attorneys’ fees) associated with the same (“Losses”) arising from or relating to Provider’s failure (or alleged failure) to comply with the terms of this Agreement, including specifically any Statement(s) of Work and the confidentiality terms of this Agreement, any violation (or alleged violation) of the applicable laws or regulations, including, specifically, any laws pertaining to employees or independent contractors under local, state or federal law, and any claimed infringement, misappropriation or violation of any third party’s trade secrets, proprietary information, trademark, copyright, patent rights or other property rights in connection with the Services, Deliverables or Developed Works or Outside Materials.  Provider will conduct the defense in any such third party Claim arising as described herein and each Indemnified Person will reasonably cooperate, at Provider’s expense, with such defense.  The foregoing indemnity will not cover infringement Claims to the extent resulting from (1) modifications to the Services, Deliverables, Developed Works or Outside Materials that are not made or authorized by Provider, or (ii) infringement caused by materials provided by Customer  (in the form provided by Customer ) for Provider to provide the Services.  No settlement or compromise that imposes any liability or obligation on any Indemnified Person will be made without Customer ’s prior written consent.
[bookmark: _Hlk213402620]Indemnify for Personal Data and Security Breaches.  Provider will defend, indemnify and hold harmless each Indemnified Person from and against any and all Claims, and will pay as incurred all Losses arising from or relating to (i) any Security Breaches or (ii) any failure on its part (whether by Provider’s employees, agents, subcontractors or otherwise) to comply with any of its obligations under the Data Protection Addendum.
[bookmark: _Hlk213402628]General Indemnity for Other Claims.  Provider will defend, indemnify, and hold harmless each Indemnified Person from and against any and all Claims, and will pay as incurred all Losses arising from or relating to any personal injury to or death of any and all persons, including employees or representatives of Provider, and for damage, destruction or loss to or of property, real and personal, including Customer ’s data, hardware of systems, the property of Provider or of any person or persons, directly or indirectly, arising out of the Services.  Excluded from this indemnification provision are those injuries or deaths of persons and damage, destruction or loss to or of property, if and to the extent caused by the gross negligence or willful misconduct of an Indemnified Person.









[image: A close-up of a business card

AI-generated content may be incorrect.]
Confidential	1
© 2025 Mattern & Associates, LLC ▪ All rights reserved.
image1.png
(98 MATTERN

Experts in Law Firm Operations

225 Wilmington West Chester Pike, #200
Chadds Ford, PA 19317 | 610.459.7750

www.matternassoc.com




image2.png
¥l MATTERN




