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State of the Legal Industry

e Attorney insistence on keeping everything forever

 Unique outside counsel guidelines
o Few firms centralize/track OCGs
o Few firms communicate unique requirements to Records/IG
o OCG retention periods may contradict firm policy

e Document management system avoidance
o Users favor their email account as the “DMS”
o Prolific use of network share drives as the “DMS”
o Unstructured information silos
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Risk Factors

e Comprehensive data privacy laws across 20 states and Europe

o California Consumer Privacy Act (CCPA) in 2020
- Amended by the California Privacy Rights Act (CPRA) in 2023

o American Data Privacy Protection Act (ADPPA)
- Proposed federal framework introduced in Congress

o FTC Article 5 “Unfair or Deceptive Acts or Practices”
- Extends to data breaches involving private information

o General Data Protection Regulation (GDPR)

o Do not need an office in these locations for privacy laws to apply




Risk Factors

* Regulatory fines

o CCPA up to $2,663 per violation ($7,988 if intentional or for minors) + $799
per consumer per day left unaddressed

- Zoom $85 million in 2021

o HIPAA up to $50,000 per violation, annual max $1.5 million
- Anthem $16 million cumulative fine in 2018

o FTC up to $40,000 per violation
- Facebook $5 billion in 2019
- Equifax $575 million minimum up to $700 million in 2019
o GDPR greater of €20 million or 4% of a company's annual revenue
- Amazon €746 million fine in 2021
- Google €50 million fine in 2019

- British Airways €183 million fine in 2019 + CCPA scrutiny for impact to
U.S. customers
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Risk Factors

e Qver retention of client A
information

o Firm compelled to produce
information damaging to client

o Information the firm should not
have per policy and/or OCGs

o Potential loss of client

o Potential client lawsuit [ , , :
o Publicized in law journals i i v;:rs : .
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o Reputational damage




 Implemented policy

o Draft policies and/or retention
schedules do not suffice

o Paper-centric records policy does
not suffice

o Capture retention actions in
engagement and matter close
letters

Best Practices — Set Guardrails
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How would you describe your firm’s Records
and Information Governance (IG) Policy?

23%

6%
]

B We have nothing in place

B We started a policy document years ago but never fully
implemented it

We have a paper centric records policy in place that
is in need of updating (electronic records and information
repositories are not covered)

We have comprehensive |G policies that cover physical and
electronic records across all information repositories, with

electronic declared as the official form of record except for

original intrinsic value documents
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Best Practices — Set Guardrails

How would you describe enforcement of your
firm’s Records and |G Policy?

* Enforced policy 50% 44%
o Destruction notifications vs. o 219%
attorney approvals zzj
o Disposition actions proceed 10% 12-/ & l 2%
without client/attorney response 0%
0 Legal hOld ShOUl.d be the Only B We have no IG Policy in place to enforce

B OurIG Policy is not enforced

mechanism to halt disposition

B We are compliant with some elements of our IG Policy

. We are compliant with most elements of our IG Policy but have a
culture of granting lawyer exceptions

We are in strict compliance with our |G Policy
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Best Practices — Set Guardrails

* Executive sponsoris #1 success factor
o Senior position (managing partner, GC, CEO, COQ)
o Clears obstacles

e Steering Committee ‘.
o Representatives from key departments ;

- Draft and discuss policy elements via regular meetings U
- Updates Executive Sponsor

e Steering Sub-Committee
o Representative from each practice group
o Review proposed retention periods

o Suggest retention alternatives / exceptions for Steering
Committee’s consideration



e “ESI” Electronically Stored
Information
o DMS (iManage, NetDocs)
o Internal network share drives
o Extranet file shares (“data rooms”)
o Teams

o Legacy eDiscovery databases
(Concordance, Summation, Ringtail,
etc.)

o Trial presentation software
(Trial Director)

Best Practices — ES| Management
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What is your firm’s strategy for adding structure
to network share drive content?

40%

26%

17%

14%

B Thereis no structure, it’s the “wild west”

B We don’t permit the creation of network shares with the
exception of a handful of unique situations

B Force client/matter folder taxonomy only if network share
workspace is requested/approved

Automatically create client/matter folder taxonomy
at matter opening (users can create sub folders but
not root-level directories)

Instruct Users to Include Client/Matter in Folder Name



Best Practices — ES| Management

e Complete data map of various repositories
o Lock/mask legacy file shares to identify owners

o Legacy or special use case network shares: purge data or record
presence in records management system (RMS)

o Legacy eDiscovery platforms: purge data or record presence in RMS

e Start fresh — create new secure file share workspace(s)
o Create in sync with DMS workspace creation
o Lock root (top) level client/matter folder taxonomy
o Apply same ethical walls from DMS to network share folders

o Consider shorter retention than DMS & automated purge
- Folder level: time since matter close; or
- File level: time since last access
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Best Practices — ES| Management

What retention schedule has your firm adopted
for extranet file share content (Box, Dropbox,

. SharePoint, etc.)?
* Extranet file share purges . )
40% (]
o Firm-controlled file shares governed 3%
by very short automated purges 20% s A
. 0 0 7%
measured in days or weeks 10% °%
y 0% ]
(0] Pu rge t|mel.|ne |nCI.Uded |n StOCk B No retention/unlimited Aligned with the rest of‘the
message to recipient W 30-45 days ortod 1o the DM at matter
B 3-6 months closure

Aligned with the rest of the Other
matter file (paper and

electronic) but remains in

place
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 Email account purges
o Shorter retention than DMS content

o Set automated purge

- Appropriate to vary retention

- Example: 1 year inbox & sent folders vs.
90 days deleted

o Include email archive in automated
purges
- Extends email account retention

- Example: 1 year inbox followed by 4 years
archive = 5 years total
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Best Practices — ES| Management
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What retention schedule has your firm adopted
for lawyer email accounts?

47%

16%

9% 9%

12%
7%
BN = 2%

B No retention/unlimited
B 3-6 months

M 1-2years

B 5-8years

10 years

Aligned with the rest of the matter
file (paper and electronic)

Other
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Best Practices — ES| Management

e DMS taxonomy and file nomenclature
o Revisit if poor DMS adoption
o Revisit when transitioning to a new platform

o Collect input for project team review/approval by practice
group
o Keep it simple: minimize folder categories

* Training is key
o New platform launch
o Onboarding new users

o Regular schedule —revisit best practices, tips for successful
searching, automating profiling email to DMS
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Best Practices — Applications

* Records management system
o Push alerts vs. create manual retention eligibility reports
o Destruction workflow with memorialized notifications/approvals
o Some with matter mobility workflows

» Knowledge management system

o Retain exemplar documents, contracts, templates beyond matter
retention

o Anonymize client names, PII, PHI
o Create KM space specific to each practice

e OCG database

o Assign/centralize responsibility
o Business Intake or Finance role

o Searchable database of common billing, records retention, and
information access restrictions



Results — ESI| Best Practices

* Increased content profiled to DMS

* Information is accessible by:
o Hybrid workers
o Others on the matter team
o Beyond normal retention (precedent docs/contracts)

- Address destruction/purge roadblocks

* Information is secure
o Particularly in DMS
o Eliminate need to forward ESI to personal email
o Minimize need to print hard copies for remote work/travel

e OCG retention compliance
o Ethical consideration —follow through on client commitments
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Best Practices — Paper Management

e Declare electronic as the official form of record

o Appropriate exceptions:
- Wet signatures required by law
- Documents with original court seal

e Digitize paper “at the front door”

o Scan all correspondence in the mailroom
- USPS, FedEx, UPS, local messenger, etc.
- Securely shred anything without wet signature or original court seal
o Fosters understanding that all paper was born digital or
already scanned

o 33% of firms image all mail/courier, 19% for select recipients
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Best Practices — Paper Management

* Return client originals
o Scan to the DMS as soon as received
o Return immediately — do not file

o Legacy matters require review for originals before sending to
Records/IG

e Digitize day forward records to the DMS
o Newly closed matters
o Files from lateral attorney hires

* Digitize off-site storage retrievals
o Storage provider scanning is costly
o Records/IG to hold responsibility
o Focus on file request first
o Digitize balance of file box(es) as time permits
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Best Practices — Scanning Hardware

 Multifunction devices (“copiers”)
o Ensure multi feed detection activated

* Dedicated tabletop scanner with:
o Flatbed glass (integrated or USB accessory)
o Ultrasonic page thickness (multi feed detection)
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Best Practices — Scanning Software

e Solution that allows:
o Batch scanning
o Streamlined workflow
o QC process
o Profiled directly to DMS or secure network share location

o Eliminates misrouting potentially sensitive information (email
address autofill)

o Automated and customized email messaging
o Routing rules built into automated emails
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Best Practices — Scanning Software

* Ability to scan in an “assembly line”
o 1stindividual or department preps
o 2nd individual or department scans
o 3rd individual or department performs quality check/releases PDF

o Example:
- Admin Assistant or Records pre-profiles docs
- Office Services scans
- Records QCs images




Results — Paper Management

* Popularize electronic as official record
o Address on-site file space restrictions
o Reduce/eliminate off-site storage reliance

* Popularize practice of returning/forwarding originals
o Eliminate “keep forever” trust and estate planning originals
o Shift the cost and risk to clients

e Streamlined large volume scanning workflow
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g Takeaways
| V * Unstructured ESI = shorter retention
b y

o “Legacy” network shares
o Emailaccounts
o Secure file share platforms (Box, DropBox, DMS file share)

e Structured ESI = longer retention

o Client/matter workspaces in DMS (longest)
o Administrative department workspaces in DMS (longest)
| o “Day forward” network shares
o Think of this as your “Al Readiness” program

e Consistency is key to a defensible program

o Perfection gets in the way of progress
o Remove individual attorney retention preference from the equation
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