
Did you know that standard Internet
mail is sent as plaintext over open
n et works with no sec u ri ty? In

today’s ever expanding interconnected net-
work environments, the open nature of
Internet mail poses many problems for
mail security. Outsiders can monitor your
mail servers and network traffic to obtain
proprietary data or sensitive information.
The same is true wh en you sen d
mail over the Internet from within your
organization.

Even in organizations with security proce-
du res that have policies rega rding the
exposure of internal business information
on the In tern et , it is not unu sual for
employees to forward their office mail over
the public Internet to their personal mail
accounts. This type of information can be
mistakenly sent to someone that has set up
a “mail alias” that might inclu de the
ad d resses of people that do not have
authority to see the message.

Another form of deception is called “email
impersonation”. This method is used on IP
networks to impersonate mail senders by
using different types of readily available
tools to co u n terfeit the ori gi n a ting IP
address and the mail headers. When using
standard Internet email, you can never be

sure who real ly sent a message or whether
its contents are valid. We are also all famil-
iar with attackers that send attachments
that contain viruses.

Due to these potential problems, many
organizations are seeking ways to imple-
m ent or improve upon a sec u re mail
system that can provide confidential com-
munication, data integrity, and non-repu-
diation. However, until recently, many of
these sec u re mail sys tems have been
proprietary or have not been scalable for
global communications.

There are now various vendors offering
products that will enable their customers
to utilize a more “open” structure that can
run on almost any platform or operating
system. Secure mail clients can now begin
to send messages over the Internet without
regard to the types of mail servers that
handle the messages between the origin of
the message and the final destination,since
all cryptographic functions are performed
as the client originates the message and not
on the servers. The only function of the
Internet mail servers is to route the mes-
sage. They do not and cannot alter the
contents of messages in transit.

( co n ti nu ed inside)
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Is it Time for Your Organization to
Evaluate Secure Mail?

W elcome to the Summer, 2004 edition of Mattern Matters. My

name is Rob Mattern and I am the President of Mattern &

Associates, LLC.

We are often asked the question,“If I should do one thing with my support

services, what should it be?”

As in life, there is not one easy answer. So I broke it down for each area of

our expertise. Note: These are not necessarily in order of importance.

Off-site Records Storage - Review your contract now! (If you can

find it)  Probably the last time this was competitively bid was when Nixon

was President. The market has changed dramatically so take advantage of it.

If your pricing has increased from your vendor, something is not right.

Reprographics - Take advantage of the features of the multi-functional

devices. Add the print and scan modules and adjust your workflow accord-

ingly. If you are working in an environment where you can charge back,take

advantage of it.

Mail - Explore the feasibility of desktop shipping applications. If deployed

correctly, they will increase your operation’s efficiency.

Office Supplies - See Off-site Records Storage.

Facsimile - Explore the feasibility of either migrating to a fax server or

utilizing a scanning application. Try to move away from the scenario of

facsimile machines spitting out incoming facsimile pages.

Outsourcing Contracts - If you haven’t benchmarked your contract in

three (3) years or if you average more than one (1) site manager a year, it’s

time to take a look.

Chargeback - If your system is more than eight (8) years old it is

probably time to replace it. This is another area that has changed dramati-

cally in the past three years. Don’t just sign a contract with your current

vendor. Take a look at the market; you will be impressed with the savings

and technology. M

E D I T O R I A L

M
M

Support Services Consulting



MATTERNMATTERS  is a quarterly publication offering business and support services information. Should you
have any questions about your support services, or if you have any comments on this newsletter, please do not
hesitate to call us at (302) 475-7004. You can e-mail us at lschneider@matternassoc.com or contact us through our
websites at:   w w w. m a t t e r n a s s oc .c o m or  w w w. s u p p o rtquestions.com  © June 2004

W elcome to Mattern Milestones!  We will use Milestones as a way to
m a ke announcements of significant happenings within our
company.  Please feel free to provide us with any comments you 
might have.

New Hires
The newest consultant to join the Mattern team is Bill Tarrant.  Bill has almost 30
years experience in the support services industry and a very strong records
management background.  He has held several Board of Directors positions
with various organizations including the Association of Records Managers and
Administrators (ARMA) and has held positions as Business Development
Manager, National Director of Operations, and General Manager for various
organizations.  Bill is a graduate of Indiana State University and is a welcome
addition to our team.

New Contract Signings
Fox Rothschild, LLP - Outsourcing RFP

Thelen Reid & Priest, LLP - Offsite Records Storage Benchmarking Analysis

Cozen O’Connor - Chargeback System Procurement & Implementation

Cozen O’Connor - Outsourcing RFP

Granary Associates - Equipment RFP

Montgomery County Community College - In-house Benchmarking Analysis

Shook Hardy & Bacon, LLP - Office Supplies RFP

Shook Hardy & Bacon, LLP - Offsite Records Storage Benchmarking Analysis

Marshall Dennehey Warner Coleman & Goggin - Outsourcing RFP

Andrews Kurth, LLP - In-house Analysis.

Squire Sanders & Dempsey, LLP - Outsourcing RFP

O ne of the more difficult deci-
sions that management faces
when placing digital multi-

functional devices is determining what
speed (copies per minute) should be
placed in each location. What makes
this decision even more difficult is the
increasing use of these products as net-
work printers and the general lack of
knowledge of printer volumes.

Utilizing the Mattern Method™
Impressions Per Minute guide we usu-
ally recommend that the copies per
minute be based upon a multiple of the
monthly volume. In most situations,

we utilize a factor of two (2) times the
monthly volume for the rated speed.
For example, if your monthly volume is
20,000 we would multiply that number
by 2 (2 x 20,000) = 40,000. Therefore
we would recommend a 40 page per
minute machine. It has been our expe-
rience that this method allows suffi-
cient speed and room for growth with
the addition of network print and scan.

There are exceptions to this rule, but
you will find over time that it works.

Here is a chart summarizing the
Mattern Method™ Impressions Per
Minute guide:

Copies per Minute -
How much is enough?

B
a s ed upon the recent Ma t tern &
As s oc i a te s , L LC ch a r geb ack su rvey
and our ex ten s ive ex peri en ce in

this field we feel com fort a ble drawing the
fo ll owing con clu s i on s :

◆ Even though Firms wi ll discuss discon-
ti nuing the captu re of s of t - cost dis-
bu rs em ents (cop i e s , f ac s i m i l e s , etc . )
very few, i f a ny, h ave actu a lly discon ti n-
u ed this practi ce .

◆ An increasing nu m ber of F i rms are
s t a rting to captu re net work pri n ti n g
(25%) and scans (9.5%).

◆ Th ere is increasing pre s su re on ra tes as
evi den ced by the fact that 70% of t h e

F i rm s’ copy ra tes are $.18 and bel ow
wh ere histori c a lly; the majori ty was in
excess of $ . 2 0 .

◆ Ma ny Firms are con s i dering the bl en d-
ing of copies and prints into “ i m pre s-
s i on s” and having one standard pri ce
for this ch a r ge .

◆ None of the Firms su rveyed are ch a r g-
ing for emails even though this was
su ppo s ed to be the next “h o t” a re a .

◆ The bi ggest ch a ll en ge in the ch a r geb ack
a rea is in the “d ay to day  managem en t”
of the sys tem . M

Chargeback Survey Results;
Conclusions and Re c o m m e n d a t i o n s :

n

Volume
n

Copies Per minute
o

0 - 10,000
o

10 - 20
b

10,001 - 20,000
3

20 - 40
3

20,001 - 30,000
3

40 - 60
33

30,001 - 40,000
3

60 - 80
33

40,000+
3

80+
3

Center (manned) Equipment
3

80 ++++

◆ All center equipment should be 80+ copies per minute, preferably 85+

◆ If the previous piece of equipment is 85 pages per minute, the volume
may justify a 40 page per minute machine, however to avoid End User
outrage, we would recommend dropping it to 50-60. M

1 . Ask your pri n ting ven dor what yo u
can do to redu ce your co s t s .
Som ething as simple as swi tching paper
s tocks or providing the art work in a
d i f ferent format can make a su b s t a n ti a l
d i f feren ce in the pri ce .

2 . Proof your work .
Never sign the proof wi t h o ut ch eck i n g
it thoro u gh ly. If a mistake is made and
you approved it, yo u’ ll have to pay the
repri n ting co s t s .

3 . Eva lu a te your form s .
Could two or three different forms be
com bi n ed to save costs? Could yo u
m a ke do with a three - p a rt form inste ad
of a fo u r- p a rt form ?

4 . Print only what you wi ll use in a
rea s on a ble amount of ti m e .
Ye s , your per piece cost may be more
ex pen s ive , h owever you wi ll save mon ey
on stora ge and ob s o l e s cen ce .

5 . Ma tch your needs to your pri n ti n g
ven dor.
Ma ke su re your pri n ting ven dor is capa-
ble of doing what you need to have
don e . If he doe s n’t have that capabi l i ty,
he may be bro kering the work at a
h i gh er cost to yo u . M

Tips for Reducing your Printing Costs

If your organization is concerned about the
security of its email transmissions then
maybe you should consider further investi-

gating the emerging new secure mail prod-
ucts. It might be worth the peace of mind.

M

Secure Mail (continued from page 1)


